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Hackers are exploiting 2 critical severity wulnerability, tracked as CVE-2026-3055, in Citrix NetScaler ,1
ADC and NetScaler Gateway appliances to obtain sensitive data. \
i

15.04.2026  brai
) raincon GmbH ‘
- TechU - Digi
pdate - Digital Workplace Security: Citri
- Citrix EUC state of
the art




I Warum sind
Remoti
oting Umgebung besonders kritisch?

p—— T - _ " /TECH d '
\ ‘t - UPDATE
| \ V 7
‘ \
" \
| \
'\' l,'
‘x‘ Home News Securty Dnsgrunﬂed researcher leaks ’BlueHan\mer' Windows zero-day exploit ‘\
\
\
\
Disgruntled researcher leaks “BlueHammer” windows zero-day l‘
, exploit \
| s
| \
\ 3y gill Toulas April 6,2026 0319 PM 5 “
| \
| \
| |

{
| h
\ a
?1 ‘\
1 Exploit code has been released for an unpatched Windows privilege escalation flaw reported pr'wately to 1‘
' Microsoft, allowing attackers to gain SYSTEM or elevated administrator permissions. \
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Year over Year Growth - CVEs

+35%

+18.6%

el Sl

2022 2024 2025

~130 neue Schwachstellen pro Tag in 2025
Quelle: NVD / CVE Data
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AZentrale Bereitstellung
Aldentitat ist kritisch
AExterne Zugriff
AMulti-User Systeme
APatch- und Zera Day Risiko
ADatenabfluss
ARansomware Multiplikator

AHohe Privilegien Konzentration bei
Administratoren
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End-User Computing - Security Framework “TECHUPDATE

Identity SSL-Verschliisselung
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End-User Computing - Security Framework “TECHUPDATE

Attack Surface Management

Identity SSL-Verschliisselung

Hartungsrichtlinien (CIS, BSI, STIG)
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End-User Computing - Security Framework “TECHUPDATE

Application Control deviceTRUST

Hartungsrichtlinien (CIS, BSI, STIG)

Attack Surface Management

Identity SSL-Verschliisselung
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End-User Computing - Security Framework “TECHUPDATE

Watermarking Session Recording
Advanced Endpoint Analysis AppProtection
Application Control deviceTRUST

Hartungsrichtlinien (CIS, BSI, STIG)

Attack Surface Management

Identity SSL-Verschliisselung
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Security Baseline zur Systemhartung

AHartung von Systemen
AReduzierung der Angriffsflachen
ASchutz vor Fehlkonfiguration
AHersteller Unabhangigkeit
AEinheitlicher Sicherheitsstandard
ACompliance & Audit Fahigkeit
AReproduzierbarkeit

A Automatisierung
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Security Baseline zur Systemhartung TECHUPDATE

AHartung von Systemen
AReduzierung der Angriffsflachen
ASchutz vor Fehlkonfiguration
AHersteller Unabhangigkeit
AEinheitlicher Sicherheitsstandard
ACompliance & Audit Fahigkeit
AReproduzierbarkeit

A Automatisierung

CIS (Benchmarks)
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Security Baseline zur Systemhartung

AHartung von Systemen
AReduzierung der Angriffsflachen
ASchutz vor Fehlkonfiguration
AHersteller Unabhangigkeit
AEinheitlicher Sicherheitsstandard
ACompliance & Audit Fahigkeit
AReproduzierbarkeit

A Automatisierung

CIS (Benchmarks)

BSI (SiSyPHuS)
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Security Baseline zur Systemhartung TECHUPDATE

AHartung von Systemen
AReduzierung der Angriffsflachen
ASchutz vor Fehlkonfiguration
AHersteller Unabhangigkeit
AEinheitlicher Sicherheitsstandard
ACompliance & Audit Fahigkeit
AReproduzierbarkeit

A Automatisierung

STIGs (Security Technical
Implementation Guides)

CIS (Benchmarks)
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Anwendungssteuerung
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Application Control

Anwendungssteuerung

Code-Integritat
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Application Control
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Anwendungssteuerung

Code-Integritat

Audit & Compliance

Whitelisting
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AppLocker mit deviceTRUST

AZentrales Managed u.a.
Automatischer Start des
Application Identity Services

AEventLog GroBe

A Authorized Owner” flr eine
automatisierte Erstellung der
Allow List inkl.
Ordnerausnahmen

AErweiterung der Standard-
Umgebungsvariablen
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Microsoft AppLocker Policy Options

General Authorized Owners External Refresh Windows PowerShell

Manage the list of authorized owners by entering a user or security group. The file owner must

match the authorized owner exactly as group membership is not evaluated.

Authorized Owners

[ # BUILTINVAdministrators
W 5 NTAUTHORITY\SYSTEM
[ 7 NT SERVICE\TrustedInstaller

Enter an authorized owner

Manage which folders are excluded from authorized owner rules.

%OSDRIVESS\SRecycle.Bin
%OSDRIVES\ProgramData
%OSDRIVE\System Volume Information
%0O5DRIVES\Users

%PROGRAMFILES%:

FWINDIR %
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Microsoft Defender Attack Surface Reduction

ABlockierung typischer Angriffstechniken
auf Basis Microsoft Defender for Endpoint

ABeispiele:

AOffice- u. Adobe Anwendungen dirfen
keine untergeordneten Prozesse
erstellen

AWin32-API-Aufrufe aus Office-Makros
blockieren

AProzessstart Uber PSExcec u. WM
blockieren

AAusfihrung potenziell verschleierter
Skripte blockieren
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Citrix Workspace
app

Endgerat
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o LI

Citrix Workspace
app

Eigenschaften

Endgerat
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deviceTRUST Funktionsweise “TECHUPDATE

E X
- @ Virtual Channel
@ | =
HDX
Citrix Workspace @
=808,

VDA

Eigenschaften

Endgerat Remoting
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®
_ @E Virtual Channel x
@ | =
HDX
Citrix Workspace @
=808

VDA

Eigenschaften m

Endgerat Remoting
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deviceTRUST Funktionsweise TECHUPDATE

E X
- @ Virtual Channel
@ | =
HDX
Citrix Workspace @
=808,

Eigenschaften

Endgerat Remoting
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deviceTRUST Funktionsweise

o LE

Citrix Workspace
app

Eigenschaften

Endgerat

Virtual Channel

HDX

Remoting
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deviceTRUST Console - Eigenschaften und Kontexte

Unavailable

= Local - deviceTRUST
< Connected Equals True

~ e ~
‘TecHuppate. N
Y = .

7] Remote - OS 7] Remote - OS 7] Remote - OS
Name Equals Windows Name Equals macOSs MName Equals elux
9 Remote - Windows Defender e«;&, Remote - Security Product E;Jeg Remote - Security Product Remote - eLux
: ) lag
® Status Equals Active ¥ Category Fquals Antivirus ¥ Category Fquals Firewall Scout Name Equals Scout-1000
7 Remote - Windows Defender % Remote - Security Product a 5 Remote - Security Product a Remote - elux
& o v o8 .

' Real-Time Protection Equals True Status Equals Active Status Equals Active Scout Cert Thumbprint SHA256 £g

uals A4C91F3D6BBE2AOCSFTDIE...

» Remote - Security Product a
Signature Status Equals Up-To-Dat
e

I I §

7] Remote - OS

Name Equals IGEL

Remote - IGEL
UMS Server Equals UMS_SERVER_|
P:30001

Remote - IGEL
UMS Cert Thumbprint SHA256 Equ
als 9B1E2D3CAASFE0718293A48...
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. 7| Remote - OS5 N . ‘/k\
dEVICeT RUST Name Equals Windows '[EC/H UBDATE/ ~
@E] Remote - Windows Defender L{: Remote - Security Product

Status Equals Active Category Equals Antivirus

D Remote - Windows Defender & Remote - Security Product =

B Real-Time Protection Equals True Status Equals Active

v Remote - Security Product =
Signature Status Equals Up-To-Dat

=
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v @ Citrix Workspace X =4

& http storefront.lab.braincon.de/welcome

‘,L“ braincon L]
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deviceTRUST Logging ‘TEchupoATE £1°

ALogging auf Seite des Agents per
AWindows Event Log

- - LOCAL_REMOTECONTROL_REMOTE_PLATFORM=Windows
ﬁW' ndows Re gistry LOCAL_REMOTECONTROL_REMOTE_VERSION=24.2.3001.9
' REMOTE_DEVICETRUST VERSION=23.1.300.0
Um ge bun gsvarid blen REMOTE_DOMAIN_|D=5-1-5-21-2694324719-1286008975-1193932117
AWe b_Req uest REMOTE_DOMAIN_JOIN=Domain

REMOTE_OS_NAME=Windows
REMOTE_SECURITYPRODUCT_O_CATEGORY=Antispyware
REMOTE_SECURITYPRODUCT_O_STATUS=Active

Contexts: REMOTE_SECURITYPRODUCT_1_CATEGORY=Antivirus
CONTEXT_CORPORATE_DEVICE=True REMOTE_SECURITYPRODUCT_1_STATUS=Active
CONTEXT_DEVICETRUST_CLIENT=Auvailable REMOTE_SECURITYPRODUCT_2_CATEGORY=Firewall
CONTEXT_OS_UPDATE=Check Required REMOTE_SECURITYPRODUCT_2_STATUS=Active
CONTEXT_SECURITY_STATE=Unprotected REMOTE_WINDOWSDEFENDER_BEHAVIORTHREATS=0
CONTEXT_THREAT_DETECTION=Safe REMOTE WINDOWSDEFENDER LASTFULLSCAN 2025-06- 20T09‘23 37.185Z

REMOTE_WINDOWSDEFEN DER__STATUS- Active
REMOTE_WINDOWSUPDATE_CRITICAL=Unavailable
REMOTE_WINDOWSUPDATE_LASTSEARCH=Unavailable
REMOTE_WINDOWSUPDATE_SECURITY=Unavailable
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Citrix App Protection “TECHUPDATE

AAnti-Screen Capture
AAnti-KeyLogging
Aflr:
ACitrix Sign In Windows
ACitrix Warkspace App HDX Session
ASelf-Service Store (Windows) ~—

AWeb and Saas Citrix Enterprise Browser IEYEERO
ACitrix Secure Private Access

D Start App Protection after installation ®k
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Demo

Screenshot Tool
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