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Hackers are exploiting 2 critical severity wulnerability, tracked as CVE-2026-3055, in Citrix NetScaler ,1
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Warum sind Remoting Umgebung besonders kritisch? TECHUPDATE

Year over Year Growth - CVEs

+35%

+18.6%

el Sl

2022 2024 2025

~130 neue Schwachstellen pro Tag in 2025
Quelle: NVD / CVE Data
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Warum sind Remoting Umgebung besonders kritisch? “TECHUPDATE

« Zentrale Bereitstellung
l[dentitat ist kritisch
Externe Zugriff

Multi-User Systeme

Patch- und Zero Day Risiko
Datenabfluss
Ransomware Multiplikator

Hohe Privilegien Konzentration bei
Administratoren
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End-User Computing - Security Framework “TECHUPDATE

Identity SSL-Verschliisselung
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End-User Computing - Security Framework “TECHUPDATE

Attack Surface Management

Identity SSL-Verschliisselung

Hartungsrichtlinien (CIS, BSI, STIG)
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End-User Computing - Security Framework “TECHUPDATE

Application Control deviceTRUST

Hartungsrichtlinien (CIS, BSI, STIG)

Attack Surface Management

Identity SSL-Verschliisselung
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End-User Computing - Security Framework “TECHUPDATE

Watermarking Session Recording
Advanced Endpoint Analysis AppProtection
Application Control deviceTRUST

Hartungsrichtlinien (CIS, BSI, STIG)

Attack Surface Management

Identity SSL-Verschliisselung
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Security Baseline zur Systemhartung

Hartung von Systemen
Reduzierung der Angriffstlachen
Schutz vor Fehlkonfiguration
Hersteller Unabhangigkeit
Einheitlicher Sicherheitsstandard
Compliance & Audit Fahigkeit
Reproduzierbarkeit

« Automatisierung
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Security Baseline zur Systemhartung TECHUPDATE

Hartung von Systemen
Reduzierung der Angriffstlachen
Schutz vor Fehlkonfiguration
Hersteller Unabhangigkeit
Einheitlicher Sicherheitsstandard
Compliance & Audit Fahigkeit
Reproduzierbarkeit

« Automatisierung

CIS (Benchmarks)
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Security Baseline zur Systemhartung

Hartung von Systemen
Reduzierung der Angriffstlachen
Schutz vor Fehlkonfiguration
Hersteller Unabhangigkeit
Einheitlicher Sicherheitsstandard
Compliance & Audit Fahigkeit
Reproduzierbarkeit

« Automatisierung

CIS (Benchmarks)

BSI (SiSyPHuS)
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Security Baseline zur Systemhartung TECHUPDATE

« Hartung von Systemen
Reduzierung der Angriffstlachen
Schutz vor Fehlkonfiguration
Hersteller Unabhangigkeit
Einheitlicher Sicherheitsstandard
Compliance & Audit Fahigkeit
Reproduzierbarkeit

« Automatisierung

STIGs (Security Technical
Implementation Guides)

CIS (Benchmarks)
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Application Control TECH UPDATE

Anwendungssteuerung
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Application Control

Anwendungssteuerung

Code-Integritat
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Application Control
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Anwendungssteuerung

Code-Integritat

Audit & Compliance

Whitelisting
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AppLocker mit deviceTRUST “TECHUPDATE

® Z@ﬂtra|95 MaﬂaQEd Ua | Microsoft AppLocker Policy Options X |
Automatischer Start des
Application Identity Services

* EventLog GrofBe

¢ ,,AU T h 0 I’I /€ d OV\/ ne r“ fU [ e | ne @ @ BUITIN\Administrators
automatisierte Erstellung der B 5 N7 ATHORTYSISTEx
Allow List inkl. B 7 NTsERVCAente
Ordnerausnahmen

 Erweiterung der Standard-
' %OSDRIVES\ProgramData
U m g e b U n g S\/a rl a b | e n %OSDRIVE\System Volume Information
%0O5DRIVES\Users
%PROGRAMFILES%:
FWINDIR %

General Authorized Owners External Refresh Windows PowerShell

Manage the list of authorized owners by entering a user or security group. The file owner must
match the authorized owner exactly as group membership is not evaluated.
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Microsoft Defender Attack Surface Reduction

» Blockierung typischer Angriffstechniken
auf Basis Microsoft Defender for Endpoint

* Beispiele:
» Office- u. Adobe Anwendungen durfen

keine untergeordneten Prozesse
erstellen

« Win32-API-Aufrufe aus Office-Makros
blockieren

e Prozessstart uber PSExcec u. WM|
blockieren

 Ausflhrung potenziell verschleierter
Skripte blockieren
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deviceTRUST Funktionsweise “TECHUPDATE

o LI

Citrix Workspace
app

Endgerat
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deviceTRUST Funktionsweise “TECHUPDATE

o LI

Citrix Workspace
app

Eigenschaften

Endgerat
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deviceTRUST Funktionsweise “TECHUPDATE

E X
- @ Virtual Channel
© | =
HDX
Citrix Workspace @
=808

VDA

Eigenschaften

Endgerat Remoting

15.04.2026  braincon GmbH - TechUpdate - Digital Workplace Security: Citrix EUC state of the art



deviceTRUST Funktionsweise “TECHUPDATE

®
_ @E Virtual Channel x
© | =
HDX
Citrix Workspace @
=598

VDA

Eigenschaften m

Endgerat Remoting
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deviceTRUST Funktionsweise TECHUPDATE

E X
- @ Virtual Channel
© | =
HDX
Citrix Workspace @
=808

Eigenschaften

Endgerat Remoting
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deviceTRUST Funktionsweise

o LE

Citrix Workspace
app

Eigenschaften

Endgerat

Virtual Channel

HDX

Remoting
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deviceTRUST Console - Eigenschaften und Kontexte

Unavailable

= Local - deviceTRUST
< Connected Equals True

~ e ~
‘TecHuppate. N
Y = .

7] Remote - OS 7] Remote - OS 7] Remote - OS
Name Equals Windows Name Equals macOSs MName Equals elux
9 Remote - Windows Defender e«;&, Remote - Security Product E;Jeg Remote - Security Product Remote - eLux
: ) lag
® Status Equals Active ¥ Category Fquals Antivirus ¥ Category Fquals Firewall Scout Name Equals Scout-1000
7 Remote - Windows Defender % Remote - Security Product a 5 Remote - Security Product a Remote - elux
& o v o8 .

' Real-Time Protection Equals True Status Equals Active Status Equals Active Scout Cert Thumbprint SHA256 £g

uals A4C91F3D6BBE2AOCSFTDIE...

» Remote - Security Product a
Signature Status Equals Up-To-Dat
e

I I §

7] Remote - OS

Name Equals IGEL

Remote - IGEL
UMS Server Equals UMS_SERVER_|
P:30001

Remote - IGEL
UMS Cert Thumbprint SHA256 Equ
als 9B1E2D3CAASFE0718293A48...
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. 7| Remote - OS5 N . ‘/k\
dEVICeT RUST Name Equals Windows '[EC/H UBDATE/ ~
@E] Remote - Windows Defender L{: Remote - Security Product

Status Equals Active Category Equals Antivirus

D Remote - Windows Defender & Remote - Security Product =

B Real-Time Protection Equals True Status Equals Active

v Remote - Security Product =
Signature Status Equals Up-To-Dat

=
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v @ Citrix Workspace X =4

& http storefront.lab.braincon.de/welcome

‘,L“ braincon L]

DESKTOPS

Welcome bc t11!

Favo

T11-WS2025-
MultiSession..MCS

S

T11-WS2025-MultiSession-OnPrem-vSphere-MCS




deviceTRUST Logging ‘TEchupoATE £1°

* Logging auf Seite des Agents per
« Windows Event Log

- - LOCAL_REMOTECONTROL_REMOTE_PLATFORM=Windows
- Windows Re gistry LOCAL_REMOTECONTROL_REMOTE_VERSION=24.2.3001.9
. ' REMOTE_DEVICETRUST VERSION=23.1.300.0
Um ge bun gsvarid blen REMOTE_DOMAIN_|D=5-1-5-21-2694324719-1286008975-1193932117
e \We b—Req uest REMOTE_DOMAIN_JOIN=Domain

REMOTE_OS_NAME=Windows
REMOTE_SECURITYPRODUCT_O_CATEGORY=Antispyware
REMOTE_SECURITYPRODUCT_O_STATUS=Active

Contexts: REMOTE_SECURITYPRODUCT_1_CATEGORY=Antivirus
CONTEXT_CORPORATE_DEVICE=True REMOTE_SECURITYPRODUCT_1_STATUS=Active
CONTEXT_DEVICETRUST_CLIENT=Auvailable REMOTE_SECURITYPRODUCT_2_CATEGORY=Firewall
CONTEXT_OS_UPDATE=Check Required REMOTE_SECURITYPRODUCT_2_STATUS=Active
CONTEXT_SECURITY_STATE=Unprotected REMOTE_WINDOWSDEFENDER_BEHAVIORTHREATS=0
CONTEXT_THREAT_DETECTION=Safe REMOTE WINDOWSDEFENDER LASTFULLSCAN 2025-06- 20T09‘23 37.185Z

REMOTE_WINDOWSDEFEN DER__STATUS- Active
REMOTE_WINDOWSUPDATE_CRITICAL=Unavailable
REMOTE_WINDOWSUPDATE_LASTSEARCH=Unavailable
REMOTE_WINDOWSUPDATE_SECURITY=Unavailable
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Citrix App Protection “TECHUPDATE

« Anti-Screen Capture
« Anti-KeylLogging
o fr:
o Citrix Sign In Windows
* Citrix Workspace App HDX Session
 Self-Service Store (Windows) R———

« Web and SaaS Citrix Enterprise Browser NeERE)
e Citrix Secure Private Access

D Start App Protection after installation ®k

Install Cancel
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Demo

Screenshot Tool

15.04.2026  braincon GmbH - TechUpdate - Digital Workplace Security: Citrix EUC state of the art



App Protection - Ansicht User TECHUPDATE

- W22-MCS-VMW - Desktop Viewer

#)N\ braincon
‘ IT-EXPERTS. NOTHING ELSE.

1:41

A %] Oe 09.04.2026

13:41
~ o 09/04/2026
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App Protection - Ansicht User Screenshot Tool “TECHUPDATE

1o Snipping Tool = [u] x
+New B O O~ O~ YV ¥ &€ ©@ o & # Editin Paint 0 ®
@ Screenshots are automatically saved to your Screenshots folder ‘You can turn it off in the app settings. Open Snipping Tool Settings ®

™ N — = . ENG “ 13:43
mm Q Search - 0Py @m g ~ oe = B oomepons
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Demo

Remote Help
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App Protection - Remote Help — Ansicht Benutzer ﬁ‘cuu}nﬁg,,

A)N\ braincon
‘ IT-EXPERTS. NOTHING ELSE.

ENG 14:50
P
AN e He 09/04/2026
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App Protection - Remote Help - Ansicht “Helfer”

& Clipboard

Zoom

Screenshot

Send Files

~N -
'TECHUPDATE,
- -~

Retrieve Files Ctri-Alt-Del Elevated Cmd
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Session Recording

IT-Admin Sitzungen

Externe Mitarbeiter

B ~ e ~
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Kritische Ereignisse
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I Session Recording
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Start bei bestimmten Parametern

Aufzeichnung der Benutzersitzung

IT-Admin Sitzungen

Externe Mitarbeiter

Kritische Ereignisse
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I Session Recording

E-Mail Alerting

B ~ e ~
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SIEM Integeration

Start bei bestimmten Parametern

Aufzeichnung der Benutzersitzung

IT-Admin Sitzungen

Externe Mitarbeiter

Kritische Ereignisse
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Session Recording - Al-Insights TEchapoATE ZL

B DaaS : SessionRecording : Insights » Report

6 Security analysis report nov 24, 2025 9:28 AM - 720075 tokens consumed

(=3

0 This report is Al-generated and can contain inaccuracies. Verify all important information to ensure its accuracy.

Desktop - User: M4COQ8 \ administrator - VDA: VDA2311 - Endpeint: MASPVDIPD1143
Mov 24,2025 1:57 PM-Nov 24, 2025 3:03 PM | 01:05:32

Prompt template:aiitestsecurity

Additional context: This employee is in contract renewal process

Summary

The video session documents the user's activities across Windows Server 2022 desktop, Microsoft Edge, Google Chrome, and Visual Studio Gode. Initial interactions invelved managing desktop files and authenticating via Citrix Cloud using Microsoft Edge. The user extensively navigated Jira issues related to test cycles. automation states, and
session recording tasks, performing updates and managing test executions. Concurrently, the user accessed Citrix DaaS Premium web application to configure session recording, resource libraries, and Al-powered prompt templates. Visual Studio Code was used to edit Robot Framewaork .robot files, focusing on productivity and security prompt

templates, including cloning and refining XPath queries for Ul automation. Throughout the session, no evidence of restricted application usage. unauthorized file transfers, encryption attempts, or data copying to perscnal or cloud storage was detected. The activities align with authorized enterprise tools and workflows, demenstrating adherence
to security policies and no observable data exfiltraticn risks.

Highlights

Windows Server Desktop and File Review

01:57 PM-01:58 PM »
User interacted with Windows Server 2022 desktop, opened Server Manager, reviewed pop-ups related to Windows Admin Center and Azure Arc, and examined multiple document and text files on the desktop.

Citrix Cloud Authentication via Microsoft Edge

01:53 PM-02:01 PM >
User accessed Microsoft Edge browser to navigate Citrix Cloud login, performed Okta and Pure AUTH suthentication steps including QR code scanning for PurelD, establishing secure access to cloud resources.

Jira Issue Management and Test Cycle Review

02:01 PM-02:33 FM
User extensively used Google Chrome to log inte Atlassian lira, performed Okta verification, and managed multiple lira issues related to software testing, automation states, and session recording. Activities included viewing issue details, updating automation states, and managing test cycles.

Citrix DaaS Premium Portal and Remote Desktop Usage

02:37 PM-02:47 PM >
User accessed Citrix Cloud and Daas Premium portals to review dashboards, resource availability, and sessicn recording configurations. Connected to remote desktop sessicns with Visual Studio Code open, editing Robot Framework test automation scripts and reviewing test results.

Robot Framework Script Editing and Citrix Daa$S Resource Inspection

02:48 PM-03:03 PM »

User edited Robot Framework .robot files in Visual Studio Code, managing prompt templates and refining Ul autemation commands. Simultaneously inspected Citrix DaaS Premium resource library and prompt templates using Chrome developer tools. Session concluded with user signing cut from Citrix
Daas Premium.

Statistics

Sensitive data exposure by app - Sortby Time (earliest first) -

All app: Risky apps I Sensitive data apps Data type or keyword App Time

#® Risky apps Sensitive data apps Undefined

password & Google Chrome 02:38 PM &

Visual Studic Code 2
Google Chrome  eo— ] Project Phoenix Visual Studio Code 0244 PM »
Project Phoenix Visual Studic Code 0244 PM P
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H] DaaS » SessionRecording > Insights > Report
&~ Security analysis report 1oy 24, 2025 9:25 AM - 720075 tokens consumed
ﬂ This repart is Al-generated and can contain inaccuracies. Verify all important information to ensure its accuracy.
Desktop - User: M4C0QB '\ administrator - VDA VDA2311 - Endpoint: MASPVDIPD1143
Mov 24, 2025 1:57 PM-Mov 24, 2025 3:03PM | 01:05:32

Prompt template:aiitestsecurity
Additional context: This employee is in centract renewal process

Summary

The video session documents the user's activities across Windows Server 2022 desktop. Microsoft Edge, Google Chrome, and Visuzl Studio Code. Initial interactions involved managing desktop files and authenticating via Citrix Cloud using Microsoft Edge. The user extensively navigated lira issues related to test cycles, automation state

session recording tasks, performing updates and managing test executions. Concurrently. the user accessed Citrix DaasS Premium web application to configure session recording, resource libraries, and Al-powered prompt templates. Visual Studio Code was used to edit Robot Framework _robot files, fecusing on productivity and security
templates, including cloning and refining XPath queries for Ul automation. Throughout the session, no evidence of restricted application usage, unauthorized file transfers, encryption attempts, or data copying to persenal or cloud storage was detected. The activities align with authorized enterprise tools and workflows, demonstrating ac

to security policies and no observable data exfiltration risks.

Highlights

« Windows Server Desktop and File Review
User interacted with Windows Server 2022 desktop. opened Server Manager, reviewed pop-ups related to Windows Admin Center and Azure Arc, and examined multiple decument and text files on the desktop.

Citrix Cloud Authentication via Microsoft Edge
User accessed Microsoft Edge browser to navigate Citrix Cloud login, performed Okta and Pure AUTH auwthentication steps including QR code scanning for PurelD, establishing secure access to clowd resources.

s Jira Issue Management and Test Cycle Review

User extensively used Google Chrome to log into Atlassian lira, performed Okta verification, and managed multiple Jira issues related to sofiware testing, automation siates, and session recording. Activities included viewing issue details, updating automation states, and managing test cycles.

« Citrix DaasS Premium Portal and Remote Desktop Usage

User accessed Citrix Cloud and Das5 Premium portals to review dashboards, resource availability, and sessien recording configurations. Connected to remote desktop sessions with Visual Studio Code open, editing Robot Framework test automation scripts and reviewing test results.

s+ Robot Framework Script Editing and Citrix Daa$S Resource Inspection

User edited Robot Framewaork _robot files in Visual Studio Code, managing prompt templates and refining Ul automation commands. Simultaneously inspected Citrix DaaS Premium resource library and prompt templates using Chrome developer tools. Sessien concluded with user signing cut from Citrix

Daas Premium.

Statistics

Sensitive data exposure by app - Sortby Time (earliest first) -

All apps Risky apps | Sensitive data apps Data type or keyword App

® Risky apps @ Sensitive datz apps @ Undefined

password @& Google Chrome
Visual Studio Code 2
Google Chrome 1 Project Phoenix #® Vizual Studio Code
Project Phoenix ® Visual Studic Code

Time

02:38 PM »

02:44 PM »

02:44 PM ¥+

01:57 PM-01:58

01:58 PM-02:01

02:01L PM-02:33

02:37 PM-02:47

02:48 PM-03:03



Session Watermarking TECHUPDATE
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Session Watermarking TECHUPDATE.

 Wasserzeichen wird in die Citrix Sitzung integriert
 Performance Unterschied ist in der Regel minimal
* Deutlich hohere Bandbreite

« Wasserzeichen in der Citrix Sitzung
 Eigener Text
» Client IP-Adresse
* Zeit Verbindungsaufbau
e Benutzername
* VDA Hostname
VDA -P-Adresse
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Ubersicht “[ECI" UPDATE,

AppLocker Ab Windows Server 2022 bzw. Windows 10 2004 Bestandtedil
aller Editionen
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Ubersicht “TECHUPDATE

AppLocker Ab Windows Server 2022 bzw. Windows 10 2004 Bestandtedil
aller Editionen
ASR Microsoft Defender for Endpoint (lizenziert Uber die

angemeldeten Benutzer) oder
Microsoft Defender for Endpoint for Servers
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Ubersicht “TECHUPDATE

AppLocker Ab Windows Server 2022 bzw. Windows 10 2004 Bestandtedil
aller Editionen
ASR Microsoft Defender for Endpoint (lizenziert Uber die

angemeldeten Benutzer) oder
Microsoft Defender for Endpoint for Servers

BSI Kostenlos
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Ubersicht “TECHUPDATE

AppLocker Ab Windows Server 2022 bzw. Windows 10 2004 Bestandtedil
aller Editionen
ASR Microsoft Defender for Endpoint (lizenziert Uber die

angemeldeten Benutzer) oder
Microsoft Defender for Endpoint for Servers

BSI Kostenlos

CIS PDFs kostenlos,
GPOs kostenpflichtig
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Ubersicht
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AppLocker
ASR

BSI

CIS

deviceTRUST
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