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Observability vs. Monitoring

Das ist doch dasselbe! Oder?



Typische Ausgangssituation “TECHUPDATE

,Citrix ist langsam® ,Teams ruckelt* ,Meine Sitzung

friert sein”
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CheckMK TECH UBDA:I'E_,_

Services of host

Commands Host Services Export Display Help

X Acknowledge pr A Schedule downtimes J/ Filter  @» Show checkboxes

Check_MK [agent] Success, [piggyback] Success (but no data found for this host), execution time 1.8 sec

Check_MK Agent Version: 2.4.0p22, 0S: windows, Last update: 2026-03-16 12:07:22, Agent plug-ins: 3, Local checks: 0
Check_MK Discovery Services: all up to date, Host labels: all up to date, execution time 0.0 sec
Check_MK HW/SW Inventory Found 618 inventory entries, software changes, execution time 0.1 sec
CPU utilization Total CPU: 3.54%
Disk 10 C: Read: 7.03 kB/s, Write: 118 kB/s, Latency: 700 microseconds 1 4 1.13/s/11.27/s
Disk 10 D: Read: 0.00 B/s, Write: 3.44 kB/s, Latency: 967 microseconds 4 d 0/s/0.21/s
Disk 10 SUMMARY Read: 7.03 kB/s, Write: 122 kB/s, Latency: 518 microseconds : y : 4 1.13/5/11.48/s
Filesystem C:/ Used: 33.28% - 19.8 GiB of 59.4 GiB, trend per 1 day 0 hours: -636 MiB, trend per 1 day 0 hours: -1.05%
Filesystem D:/ Used: 67.79% - 40.7 GiB of 60.0 GiB, trend per 1 day 0 hours: +278 MiB, trend per 1 day 0 hours: +0.45%, Time left until disk full: 71 days 1 hour
Interface vmxnet3 Ethernet Adapter [1], (up), MAC: 00:50:56:9C:AF:DF, Speed: 10 GBit/s, In: 3.79 kB/s (<0.01%), Out: 758 B/s (<0.01%) 24 2¢ 4 30.34 Ms?s.O? kbit/s

Memory RAM: 28.40% - 8.52 GiB of 30.0 GiB, Virtual memory: 28.33% - 8.50 GiB of 30.0 GiB

Processor Queue 15 min load: 0.04, 15 min load per core: 0.01 (4 logical cores)
Service Summary Autostart services: 104, Stopped services: 5

SSL Certificate in 744FEBD3F1D0029820CF1COCA1C77F2AF443B23D Subject: WinRMCertificate, Lifetime Remaining: 337 days 0 hours
SSL Certificate in 425886F31C09A55FFE10A4069F38D26CECS5CC82B Subject: localhost, Lifetime Rem*ﬂing: 1 year 358 days

System Time Offset: -100 milliseconds
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Uptime Up since 2026-03-16 12:03:51, Uptime: 7 days 4 hours

15.04.2026  braincon GmbH - TechUpdate - Observahility in Remotingumgebungen



Citrix Director

cifrix | Director

€D Dashboard

’j; Trends

- Filters 0

User Connection Failures
Q Alerts ver last

53 Applications

Fg Probes 3 5 4
4B Analytics Sessions Connected
As of 03/16/2026 3:24 PM

21 sec

Average Logon Duration

Infrastructure
Host Status
No Alerts
No Alerts

User Connection Failures Q Failed Single-session OS Machines 0

Failed Multi-session OS Machines 0 Licensing Status 0

B ~ e -~
TECHUPDATE,
~ -~

Data updated every minute (% <'!/n A

Total User Connection Failures 0 Delivery Groups Total User Connection Failures
Client Connection Failures 0 10
Configuration Errors 0
Machine Failures 0 5
Unavailable Capacity 0 0
Unavailable Licenses 0 230PM 240 PM 250 PM 3:00 PM 310 PM 320PM
View Historical Trend
450
300
150
0
225PM 2:30PM 235PM 240 PM 245PM 250 PM 255PM 300PM 3:05PM 310PM 315PM 320PM
36 sec 12
S 24sec 8 2
3 )
& 12sec 4 S
0sec i i 0
230 PM 235PM 240 PM 245PM 250 PM 255PM 300 PM 305PM 310PM 315PM 320 PM
B Average Logon Duration Number of Logons
Delivery Controller Status Services Site Database License Server Configuration Logging Database Monitoring Database
@ Online No Alerts @ Connected @ Connected @ Connected © Connected
© Online No Alerts @ Connected © Connected @ Connected © Connected
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Monitoring zeigt Symptome,
aber nicht die Ursache



TH = - N 4 ~
Observability vs. Monitoring TECHUPDATE.

Benutzer/ Endgerat

CPU, RAM, 10

ISP

Heimnetz

WiFi
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TH = - N 4 ~
Observability vs. Monitoring TECHUPDATE.

Benutzer/ Endgerat Control Plane

CPU, RAM, Disk AVD
ISP Citrix
Heimnetz Cloud PC
WiFi Richtlinien
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TH = - N 4 ~
Observability vs. Monitoring TECHUPDATE.

Benutzer/ Endgerat Control Plane

CPU, RAM, Disk AVD CPU, RAM, 10
ISP Citrix Prozesse
Heimnetz Cloud PC App Start
WiFi Richtlinien Benutzerprofile

15.04.2026  braincon GmbH - TechUpdate - Observahility in Remotingumgebungen



TH = - N 4 ~
Observability vs. Monitoring TECHUPDATE.

Benutzer/ Endgerat Control Plane On-Premises/ Cloud

CPU, RAM, Disk AVD CPU, RAM, IO Hypervisor

ISP Citrix Prozesse Hyperscaler
Heimnetz Cloud PC App Start Storage
WiFi Richtlinien Benutzerprofile Netzwerk
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uberAgent UXM

Session score distribution

Medium scores

Bad scores

CPU scores (worst 10 sessions)

Function:

average - l

hg4B2EBQUA WKS Win3
hg74810@UA TS 3
hg48226@UA TS 3
hg31213@UA-WKS-macs
hg153020UAWKS- Wind
hg25887@UA-TS1
hg24379@UA WKS Win5
hgBOSZ&UA TS
hg22757@UA-TS-2
hqB2190@UA-TS 2
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avgisession_cpu)

RAM scores (worst 10 sessions)

Function:

average

hq20518@UA-TS-3
hq50130@UA-TS-3
hg55900&@UA-TS5-1
hgB86406@UA-T5-1
hgB86503@UA-T5-1
hg26629aUA-WKS-Win3
hgd5432aUA-T5-3
hg56500aUA-WKS Wind
hq70283@UA TS1
hq9225&UA-WKS-WinB
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‘Good scores

# Sesslons

Disk 10 scores (worst 10 sessions)

Function:

average -

hg86503@UA T51
hgli2952UA TS 1
hgd40T7aUA TS
hgq397412UA-TS.2
ng57869aUA-TS-2
hq3225@UA-TS1
hq748102UA TS 2
hq9225aUA-TS-2
hg55900&UA T51
hg&B350aUA WKS-Win3

o
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avg(session_diskia)

Other scores per session (worst 10 sessions)

Function: Field:

Logon duration

average - l

hg12269@UA-TS1
hg99933aUA-WES-Win10
hg532228UA-TS-3
hg43325@UA-T5-3
hg50130@UA-TS.-3
hgq304812UA-TS.2
hq64210@UA-TS.2
hq53063aUA-WKS-Win1
hg55110@UA WKS Win5
hg53063&@UA-TS-2
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avg(session_legonduration)
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uberAgent UXM - Machines ‘TEchupoATE £11

Machine: Hw manufacturer: Hw CPU Awg. CPU actual s CPU cores: RAM:
UA-WKS-Win10 LENOVO ThinkPad X1 Carbon 7th 3.50 cHz 210 cHz 4 328cs
# #lLogons #App ermors
3 2 2 0
Avg. CPU: Avg. RAM: Avg. disk: Total Ul wait time:
332= 84.0 18.65 = 130.8 5
Sessions
User = D% Logon time + Logon duration (s) % Lastseen = Last state = Protocol = Avg. fprocesses ¢ Avg. CPU (%) = Avg. IOPS = Avg. IO latency (ms) = Avg. RAM (MB) = Avg. network (KB/s) = Avg. ICA latency (ms) = Remaoting clients =
CORPA\hg840e3 1 20.02 active Console 26 38.6 a.8 6.7 14875 81.8
CORP\hg840e3 1 17.12 active Console 25 34.4 0.6 3.4 13708 63.6
CORP\hg36@68 1 active Console 23 26.3 0.0 6.7 13601 43.9
Explanation of the data in the table
Network data volume & latency over time CPU & RAM over time
75 600 8 G0
&
£ 5 400 &
2 EEl
5 3
z 3
=25 200 7
6:46 PM 6:48 PM 6:50 PM 5:52 PM 5:54 PM 6:56 PM 6:58 PM 7:00 PM 702 PM 7:04 PM 7:06 PM 6:46 PM 6:48 PM 6:50 PM 6:52 PM 6:54 PM 6:56 PM 6:58 PM 7:00 PM 7:02 PM 704 PM 7:06 PM
Il scnd volume {ME) M recoive volume (MB)  — Awvg. send latency (ms) [ | Avg. RAM (GE) — Avg. CPU (%)
Applications
App name * Process name(s) Avg. CPU (%) » Avg. IOPS = Avg. 10 latency (ms) = Avg. RAM (MB) = Avg. net thruput (KB/s) = Avg. net latency (ms) = Ul unresponsiveness (s) = #Users
Total Commander TOTALCMDE4. EXE 41.8 1.8 4.5 25 0.0 186.2 4.6 1
Notepad++ Notepadt+.exe 34.0 1.1 4.4 29 0.8 197.5 12.5 2
Irfanview i_view32. exe 20.4 1.9 15 48 5.7 A 2.3 1
SAP logon saplgpad. exe 17.2 6.0 142 8.8 240.7 2.2 1

saplogon. exe
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uberAgent UXM - Sessions

Averages for all sessions

CPU: RAM: Disk: Ne -
279« 97581 mB 28.38 iops 59.00 ke
CPU time per session (top 10) 1O count per session (top 10)
Function: Function:
maximum v x l average v | X l

hg7S171aUA WES Wind
hg29902&UA-WKS Win5
hgE5448@UA-WKS Win3
hg23338@UA WKS-Winl
hg339812UA-WKS-Win2
hg38786@UA WKS Wing
hq32766@UA TS
ha94330@UA TS 3
hg215aUA-TS-2
hg32757aUA-TS1

hg339812 UA-WKS-Win2
hgB82820@UA-WKS -mac2
hgq34104@UA-WKS-maci
hg23338@UA-WKS-Win1
hal1942aUA-WKS -macd
hg73171@UA- WKS Wind
hg&544B@UA WKS- Win3
hg29902&@UA-WKS-WinS
hg92565a@UA- WKS-mac3
h029365a@UA-WKS-macs
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500 1,000 1500 2,000 2,500 3,000 3,500 4,000 4,500 5,000 5,500 6,000 6,500 7000 7500 8

RAM per session (top 10) Remoting protocol (e.g. ICA) latency per session (top 10)

Function: Function:

maximum A

x l maximum

hg34104aUA WKS -macl
hgB2820@UA-WKS mac2
hql1942@UA-WKS mac4d

ha32757@UA-T5-1

hg82565@UA-WKS -mac3 HASSTEE@LASLSS
hg29902@UA-WKS Wins
hq29365@UA WKS macs
hq339812UA WKS-Win2
hq23338@UA-WKS-Win1
hg38786@UA-WKS-WIng
hg7S1718UA WKS-Wind

hg2NMS&UA TS-2

hg943308UAT53

hq45312aUA T5-2

1.000 2,000 2,000 4.000 5,000 6,000 1000 8000 8,000 10,000 1000 12,000 13,000 14,000 15,000 16,000 17000 18,000

=}
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uberAgent UXM - Process Ul Unresponsiveness TEchapoATE ZL

Process Ul Unresponsiveness

This dashboard displays information about times of unresponsiveness, i.e. when processes do not react to user input. Events are generated every time processes do not handle window messages for 200 ms (or longer).

Time range: Filter field: Filter operator: Filter expression:

Last 5 minutes v User - x | ‘ in - | ‘ *hg36068~ | m Hide Filters

Add filter

Wait times for unresponsive processes

otal wait time: Average wait time: Wait count

26.5 s 2.4 "

Process Ul unresponsiveness over time
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B:51:45 PM E:52:00 PM 5:52:15 PM 6:52:30 PM B:52:45 PM £:53:00 PM 65315 PM 6:53:30 PM 6:53:45 PM £:54:00 PM B54:15 PM 6:54:30 PM 6:54:45 PM 6:55:00 BM
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uberAgent UXM - Process Ul Unresponsiveness TECHUPDATE £

Process Ul unresponsiveness per application (top 10) Process Ul unresponsiveness per process (top 10)

Function: Function:

sum v sum

Google Chrome chrome.exe

CitrixEnterpriseBrowser CitrixEnterpriseBrowserexe

Firefox firefox.oxe

Internet Explorer iexplore exe

Notepadtt.oxe

MNotepad++
12 12
Sum process Ul unresponsiveness (s) per application Sum process Ul unresponsivenass (s) per pracess
Data table
Function:
sum -

Process name # App name = Sum process Ul unresponsiveness (s) Unresponsiveness count « Focus count & User count 5 Host count 5
chrome.exe Google Chrome 18.9 4 2 1 1
CitrixEnterpriseBrowser.exe CitrixEnterpriseBrowser 6.8 3 3 1 1
iexplore.exe Internet Explorer 3.2 2 1 1 1
firefox.exe Firefox 4.2 1 1 1 1
Notepad++.exe Notepad++ 1.4 1 1] 1 1

Explanation of the data in the table
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uberAgent UXM - Process Network Communication

Data volume

Group by: Target port: Only show new targets?

Process - H All - Yes

Data volume (top 10)

dwm.exe

winlogon.exe

Code.axe

saplgpad.cxe
ctimon.exe
RuntimeBroker.oxe
i_view32 exe

LoginPl Logon_exe
ShellExperienceHost.axe

taskhostw.exe
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Data volume over time

405 PM 410 PM 415 PM 4:20 PM 425 PM 430 PM 4:35 FM 4:40 PM 4:45 PM 450 PM 4:55 PM

Mon Mar 16
2026

= Send volume (MB) = Receive volume (MB)

500 PM

Latency
Group by: Target port: Only show new targets?
Process - l [ All &7 Yes

=
® nNo

Average latency (top 10)

AcroRd3Z exe
TOTALCMDGA.EXE
Citrix Authentication Vi_mericard Launcherexe

cacripLens

CixM!

icakzmeng exe

_view32exe
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Average latency over time
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750
=lale}
. .
. . . .
4:05 PM 470 PM 415 PM 4:20 PM 425 PM 430 PM 4:35 PM 4:40 FM 4:45 PM 4:50 PM 4:55 PM 5:00 FM
Mon Mar 16
2026

= Awg. initial TCP send latency (ms) = Avg. TCP send latency (ms) = Avg. TCP send jitter (ms)
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uberAgent UXM - Process Network Communication

Network statistics grouped (top 100)

Group by:

Target port:

Sort by:

Only show new targets?

l Process v H All

L4 #Reconnects

Fields to display:

~ e ~
"TECHUPDATE. ‘/k\
~ S e b

#5ends X #Receives X #Connects X #Reconnects X  #Retransmits X  Send volume (MB) X  Receive volume (MB) X Awvg. initial TCP send latency (ms) X Avg. TCP send latency (ms) ¥ Awvg. TCP send jitter (ms) X  TCP send packet loss (%)
Process = #Sends = #Receives = #Connects = #Reconnects - #Retransmits = Send volume (MB) = Receive volume (MB) = Avg. initial TCP send latency (ms) =
dwm. exe 65 59 15 3 17 6.4 6.0 8.8
taskhostw.exe 43 13 15 3 14 1.9 4.9 1.4
CitrixEnterpriseBrowser.exe 26 28 5 2 18 1.2 3.4 1.7
Code.exe 28 34 17 2 37 5. 5.3 8.8
LoginPI.Logon.exe 39 47 16 2 18 3.5 3.5 1.8
CSrss.exe 13 34 @ 2 8 3.4 1.8 2.8
ctfmon.exe 54 LR 21 2 5 5.9 3.3 1.3
ctxgfx.exe 16 1 18 2 12 3.0 2.7 8.7
emotet.exe 42 41 1" 2 3 3.6 1.7 8.9
fontdrvhost.exe 21 35 8 2 13 2.1 3.1 1.1
saplgpad. exe 55 46 28 2 23 2.2 7.2 1.1
wfshell.exe 7 8 9 2 11 1.8 2.3 B.EI
winlogon.exe 51 64 15 2 26 4.9 6.1 8.9
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uberAgent UXM - Browser Web App Performance TECHUPDATE 2N

Qverview

#t #Tab URLs: Avg. page load network (no fram d
16 42 52 61 208 0.4 -

Requests over time

Show metric: Group by: Include frames?

I Page load (total) - l l Request URL - x ‘ Yes

Average request duration (s)

5

25
—— - I p—
p— I | -_

6:58:45 PM 6:59:00 PM 15 PM 9:30 PM 6:55:45 PV 7:00:00 PM 7:00:15 PM 7:00:30 BM 7:00:45 PM 7:01:00 PM 70115 BM 70130 PM 7:01:45 PM 7:02:00 PM 70245 PM 7:02:30 PM 7:02:45 BM 7:03:00 EM 70315 PM 70330 BM 7.03:45 PM
Tue Apr 14
2026

[ | mail.google.com M v amazon.com [ | www.cbay.com | ww fujitsu.com | ww.plantronics.com M. Nw.qwertzuiopasdfghjklyxcvbnmi23as.com wiww.splunk.com M wwwvmware.com wwwowalmart.com M oTHER

vw.google.com

Request count

100
6:58:45 PM £:59:00 PM 6:59:30 PM £:59:45 PM 7:00:00 PM 005 PM 7:00:30 PM 7:00:45 PM 7:01:00 PM 015 PM #0130 PM 7:01:45 PM F02:00 PM 30 PM 7:02:45 PM 703:00 PM 7:03:45 PM 7:03:30 PM 7.03:45 PM
Tue Apr 14
20286

M cdiion.cnn.com Il wwwamazoncom [l wwwenetcom Ml wwwebaycom  Hl wwwengadgetcom [ Hl wwwiujitsucom [l www jpmorganchase.com www.plantronics.com [l wwwpodio.com Il wwwsamsungcom [l OTHER
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Monitoring - Observability - DEX “TECHUPDATE

Monitoring
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Monitoring - Observability - DEX TECHUPDATE

Monitoring

Observability
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Monitoring - Observability - DEX TECHUPDATE

Monitoring Observability
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I Warum ist DEX wichtig? ‘TEchupoATE £1°
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ControlUp VDI & DaaS
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AcmeOrg + AskAl  (DH

Employees VDI  Overview Details

»

Dashboards

|€

Devices All g

Applications

Running Hosts Total Machines Datastore Free Space Active User Sessions Avg. Logon Duration Running Processes

137 3.55 12 26sec 10154

Unified Communications

oo

(&l Employee Sentiment

& VDI

Synthetic Monitoring Resources Health Sessions Stress Level (i) Processes Stress Level 0]
osts: 61%
Compliance Mashines: 34% [y
Workflows 5 4
%
i No stress
[aJ Reports THEeE
Events I
Top 5 Processes by CPU Usage O] Top 5 Processes by Memory Utilization (i) Top 5 Processes by Disk Usage ®
sacervexe | I wocrosot Az | sysen |
wstverg e | o | system |
0 25 75 100 0 1 2 3 4 0 40K BOK 120K 160K
; GE
Top 5 User Sessions by CPU Consumption Top 5 Slowest Logons
seveio | . |
et | I 0o |
Audit Log 0 25 75 00 0 85 255 340

Settings

Sessions

Avg. Logon Duration O Avg. Protocol Latency (i) Avg. Protocol Throughput




AcmeOrg + AskAl  (DH

Employees

VDI Overview Details

»

Dashboards

|€

Devices

Applications

Running Hosts Total Machines Datastore Free Space Active User Sessions Avg. Logon Duration Running Processes

137 3.55 12 26sec 10154

Unified Communications
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(&l Employee Sentiment

& VDI

Synthetic Monitoring Resources Health Sessions Stress Level (i) Processes Stress Level 0]
osts: 61%
Compliance Mashines: 34% [y
Workflows 5 4
%
i No stress
[aJ Reports THEeE
Events I
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control'ai CELELL & Ak (o
Employees VDIl  Overview Details
Dashboards S B
Devices User Experience n

Applications

Active User Sessions Avg. Logon Duration Running Processes

Unified Communications

Employee Sentiment

Synthetic Monitoring Resources Health Sessions Stress Level (i) Processes Stress Level 0]
= 61%

Host
Compliance Machines: 35% gy

Workflows

55% 99.3%

No stress No stress

& Reports

Events
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Employees VDI Overview Details
Dashboards '
[isvizes User Experience +
Applications
Active User Sessions Avg. Logon Duration Running Processes

Unified Communications

Employee Sentiment 1 2 2 6 sec 1 0244

Synthetic Monitoring Resources Health Sessions Stress Level ) Processes Stress Level 0]
Hosts: 61%
Compliance Machines: 35% e

Workflows

55%

No stress

99.3%

No stress

[@ Reports

Events




Sessions Stress Level




AcmeOrg + AskAl  (DH

Employees VDI  Overview Details
Dashboards '
D= @= Subscriptions 1 [§2) R. Groups 6
Appllcatlons g Datacenters 1 ~f Clusters 1 [d Hosts8 f@) Machines (Agent) 71w f]% Host Pools 3 Application Groups 4 [ AVD Workspaces 3w
Unified Communications
& Datastores 9 @ FSLogix Disks 21 w @® Processes 6331 {f@ User Sessions (All) 116w 88  Remote Apps 1 %+ Load Balancers 12 )

(8l Employee Sentiment

Synthetic Monitoring

Sessions Stress Level G Client Devices Scores Avg. Protocol Throughput Avg. Protocol Latency Avg. Logon Duration i

Compliance

3

Total Clients

Mbps

Workflows

[& Reports

Events Il Pause Grid Q,

2
@
[iE]

I
|¢

O User Machine State Idle Time Stress Level + Client Device S... CPU Memory (Privat... Memory (Worki... 1/0 Read Opera...
ACMEORG\kschmidt FLLZ-W11AYVD-0 Disconnected 0:06 hours . 4 . - 797 MB 17568 .
Critical MNona a% fE R 2.
O ACMEORG\cclear FLL2-W11AVD-0 Active 3 days, 0:46 hours >3 5 3 T e
Brne 0% 57 B 246 23
_ . ) Stress Level Contributor
ACMEORG\sperusat AVD-11multi-1 Disconnected 3:47 hours 302 M8 —
0% 303 M 735 MB 72
LAN Latel 115 ms
ACMEORG\sperusat FLLZ-W11AVD-0 Disconnected 3:47 hours - 278 MB 930 MB
0% 278 M M 03
Client CPU 89%
ACMEORG\tmI FLL2:-W11AVD-0 Disconnected 2 days, 21:15 hours S - 2t .
Latency | ast 369 ms
Contribute 12.50 _—— e
ACMEORG\steveio ROSTOOLS22 Disconnected 19 days, 7:51 hours o 277 M8 385 B - .
Logon Duration 76 sec e 194733 o
ACMEORG\b.ba CTX-PVS191 Active 3 days, 20:57 hours b — = 70 MB 261 MB 2
ACMEORG\mcalef FLL2-MCWINT1 Disconnected 3:18 hours . > ' pp— fRp—
High Mone 3% el . 46
Pa 1 » of & Show20 of 114 record




O

ACMEORG\cclear

FLL2-W11AVD-0

Active

3 days, 0:46 hours

Stress Level Contributor
LAN Latency

Client CPU

Latency Last

Logon Duration

N

w



Stress Level Contributor

LAN Latency

Client CPU

Latency Last

Logon Duration




] User Machine State Idle Time Stress Level Client Device Score -

ACMEORG\cclear FLLZ-W11AVD-0 Active 3 days, 1:35 hours .

Critica




ACMEORG\cclear

CCLEARO1-LT RigNet
192.168.1.246 192.168.1.1

)

(‘)

| N )

Client
89%
Madison, Tennessee, United States
Intel(R) Wireless-AC 9461
325 Mbps
IEEE 802.11 Wireless
0%
0:17 hours
Microsoft Windows 11 Pro

2.4.2.136

Comcast Cable Com...

amy
%

Session

8.8.8.8

Active

(D

FLL2-W11AVD-0




ControlUp VDI & Daa$S
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ControlUp VDI & DaaS TECHUPDATE
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Tool Ubersicht TECHUPDATE

Clfrix.

ControlUp ©NB

L
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I Vergleich “TECHUPDATE

Citrix Monitor ControlUp ONE
uberAgent

Remoting Citrix Multi-Plattform
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I Vergleich “TECHUPDATE

Citrix Monitor ControlUp ONE
uberAgent

Remoting Citrix Multi-Plattform

Physische Endgerate v
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Vergleich “TECHUPDATE

Citrix Monitor ControlUp ONE
uberAgent

Remoting Citrix Multi-Plattform
Physische Endgerate v
SaaS-Plattform v
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I Vergleich “TECHUPDATE

Citrix Monitor ControlUp ONE
uberAgent

Remoting Citrix Multi-Plattform
Physische Endgerate v
SaaS-Plattform v

Echtzeit Reporting
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I Vergleich “TECHUPDATE

Citrix Monitor ControlUp ONE
uberAgent

Remoting Citrix Multi-Plattform

Physische Endgerate ™~

SaaS-Plattform

Echtzeit Reporting

< < I <

Historisches Reporting ~
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I Vergleich “TECHUPDATE

Citrix Monitor ControlUp ONE
uberAgent

Remoting Citrix Multi-Plattform

Physische Endgerate V|

SaaS-Plattform

Echtzeit Reporting

Historisches Reporting ™~

Remeditation und
Automation

<< B < I <
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I Vergleich “TECHUPDATE

Citrix Monitor ControlUp ONE
uberAgent

Remoting Citrix Multi-Plattform
Physische Endgerate V|
SaaS-Plattform v
Echtzeit Reportin
2 g ~
Historisches Reporting v v
Remeditation und
Automation Ly
Al-Integration Citrix Aidrien fur Citrix ControlUp Al in Verbindung
Monitor mit Workflows
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ControlUp ONE fur Endgerate

AGerate Performance

ANetzwerk Insights
AAnwendungsubersicht

AMonitoring Unified Communications
AAutomatische Fehlerbeseitigung

Devices Overview Details Reports
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TECHUPDATE,
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ControlUp ONE Netzwerk Geo-Location

< Selected Endpoint |
Local Address 192.168.88.30:60939
Gronland
HETE Schweden
Remote Address 52.123.200.63:443
Finnland
Kansda heReeosh Remote Hostname 52.123.200.63
D3 " Location  Frankfurt am Main, Hessen, Ger...
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- Ukraine
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Italien Process msedgewebview2.exe (21580)
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\ ] // Tunesien Sy”erllrak
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Li A
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Ni
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Guinea s Nigeri " )

Venezuela joars Siidsudan Athiopien

Guyana Ghana idsudan

Kolumbien Suriname 50“‘/:\]

Gabuiy Kenia 7

Ecuador B0UN  pemokratische N

Republik Kongo =)

Tansania -
@Qegle Brasilien Kurzbefehle Kartendaten 82026 Google, INEGI Nutzungsbedingungen
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ControlUp - Ask Al - WLAN AccessPoint

Liste die WLAN-Signalstarke aller Access Points der letzten 180 Tage auf.
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AcmeOrg

+. AskAl

Ernployees Overview Locations Details Q) search Employee =8 Y Fiters [ Today v < 12:00am-Now >
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o Perfect (2)
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A - oo y
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- N P
ControlUp - Access Points - Al Zusammenfassung TECHUPDATE £

7E-83-C2-25-D4-53 I:GYB;M-:J 1, 259
62-22-32-21-34-4B (CU-Guest) e 30.9
7E-83-C2-25-D7-65 [GYB An I
1C-30-03-87-D8-B1 (TheCenturionLounge)
62-22-32-21-35-77 (CU-Guest)
1C-30-03-89-A5-F1 (TheCenturionLounge)

42
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ControlUp - Ask Al - CVE-Score

Ermittle die Top-3 Anwendungen mit dem schlechtesten CVE-Score.
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+ AskAl 7z

< 12:00am - Now >
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ControlUp - Ask Al - CVE-Score

Endgerate-name Betroffene Anwendungen Top CVEs (pro App)

. ~N Ve -
TECHUPDATE,
- -~

Google Chrome,
RWATSON-WIN11 Windows Defender
Microsoft .NET Runtime 6.0/8.0

LAPTOP-74EFOGIA Microsoft Office 365

Microsoft Office 365,
IB-LT-13 Wireshark,
Microsoft Visual Studio Code

Chrome: CVE-2026-4463 (8.8)

Defender: CVE-2023-36422 (7.8) .

NET 6.0: CVE-2024-43483 (7.5)

Office 365: CVE-2025-47162 (8.4)

Office 365: CVE-2025-54904 (7.8)
Wireshark: CVE-2026-3203 (7.5)
VS Code: CVE-2026-21518 (8.8)
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ControlUp Auto-Remediation “TECHUPDATE

Szenario Storung eines Citrix Workers

Erkennung

Citrix VDA verliert Registrierung
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ControlUp Auto-Remediation TECHUPDATE

Szenario Storung eines Citrix Workers

Erkennung » Analyse

Kritisches System?

Citrix VDA verliert Registrierung Workflow greift
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ControlUp Auto-Remediation “TECHUPDATE

Szenario Storung eines Citrix Workers

Erkennung » Analyse » Aktion

Wartungsmodus aktiviert
Kritisches System? User werden benachrichtigt
Workflow greift Sitzungen werden abgemeldet
VDA wird neugestartet

Citrix VDA verliert Registrierung
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Szenario Storung eines Citrix Workers

Erkennung - Analyse - Aktion - Abschluss

Wartungsmodus aktiviert
Kritisches System? User werden benachrichtigt
Workflow greift Sitzungen werden abgemeldet
VDA wird neugestartet

Ticket wird erstellt
Fehleranalyse ohne
Benutzereinfluss

Citrix VDA verliert Registrierung
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#IN\ braincon
‘ IT-EXPERTS. NOTHING ELSE.

DANKE

Fragen? Gernel!

Region Rhein-Ruhr

braincon GmbH Region Rhein-Main
Lise-Meitner-Stra3e 1-13

+49 6071 180 300 Altheimer StraBe 4
64807 Dieburg 42119 Wuppertal

info@braincon.de
www.braincon.de
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The Digital Workplace Experts!
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